WhatsApp — Beth mae angen i rieni fod yn ymwybodol ohono?

Oedolion a phobl ifanc yn eu harddegau sydd dros 13 oed yn unig sydd i fod i
ddefnyddio WhatsApp. Er bod WhatsApp yn cael ei ystyried yn wasanaeth diogel yn
gyffredinol, mae’n dal i fod & rhai risgiau i blant ifanc.

Mae Meta (perchnogion WhatsApp) wedi gostwng lleiafswm oedran defnyddwyr
WhatsApp o0 16 i 13 oed yn y DU a’r UE er mwyn cydymffurfio & diogelu data (telerau
gwasanaeth — DU ers mis Chwefror 2024). Ond fel llawer o gyfyngiadau ar oedran ar
apiau cyfryngau cymdeithasol, efallai fydd rhai plant a’u rhieni yn dewis anwybyddu’r
dilysiad oedran o fewn telerau’r gwasanaeth a chofrestru plant iau fel defnyddwyr
WhatsApp. O ganlyniad, mae pryderon cynyddol am y ffaith ei fod yn anaddas ar
gyfer plant iau ac yn cynnwys risgiau diogelu.

WhatsApp — Beth yw risgiau ei ddefnyddio dan oed?

Cyswillt dieisiau.

Cyswillt & defnyddwyr anhysbys (mewn grwpiau mawr)
Pwysau i ymateb.

Rhannu lleoliad.

Cynnwys amhriodol.

Seiberfwlio.

Rhannu gormodol.

Prif bwrpas WhatsApp yw i anfon negeseuon i ffrindiau. Nid yw’n gyhoeddus yn yr
modd ag y mae X (Twitter), ac mae pobl yn cael anfon neges at ffrindiau sydd eisoes
wedi’'u hychwanegu ar eu ffén. Cyhyd a bod y plentyn ond yn cyfathrebu &’r bobl yr
ymddiriedir ynddynt sy’n gysylltiadau yn ei ffon, gall fod yn ap cyfryngau
cymdeithasol gymharol ddiogel.

Fodd bynnag, pan fydd plentyn yn rhan o sgwrs grivp mwy sy’n cynnwys defnyddwyr
o’r tu allan i’'w rhestr cysylltiadau, mae pryderon preifatrwydd yn codi. Gall
defnyddwyr nad yw’r plentyn yn eu hadnabod weld negeseuon ac anfon negeseuon
o fewn sgwrs y grwp. Gall y sefyllfa hon o bosibl rhoi plant ifanc mewn perygl. Mae’n
hanfodol i rieni a gofalwyr fod yn ymwybodol o delerau’r gwasanaeth, gosodiadau
preifatrwydd a goruchwylio ymadweithio ar-lein eu plentyn i sicrhau ei ddiogelwch.

WhatsApp — Cyngor i rieni

e Hwb Cadw’'n Ddiogel Ar-lein — WhatsApp

e Adolygiadau Rhieni a Plant ar WhatsApp Messenger

e Cyngor i Rieni a Gofalwyr ar WhatsApp



https://hwb.gov.wales/cadwn-ddiogel-ar-lein/bydd-wybodus/whatsapp
https://www.commonsensemedia.org/app-reviews/whatsapp-messenger/user-reviews/adult#:~:text=WhatsApp%20no%20longer%20allow%20under,are%20much%20safer%20for%20children
https://www.onlinesafetyalliance.org/wordpress/wp-content/uploads/2018/11/whatsapp.pdf

WhatsApp — What do parents need to be aware of?

WhatsApp is only meant to be used by teenagers and adults over the age of 13.
While WhatsApp is generally considered a safe and secure service, it still carries
many risks for young children.

Meta (owners of WhatsApp) have lowered the minimum age for WhatsApp users
from 16 to 13-years-old in the UK and EU for data protection compliance (terms of
service — UK as of February 2024). But like many age restrictions on social media
apps, some children and parents may choose to ignore the age-verification within the
terms of service and sign younger children up as WhatsApp users. As a result, there
are growing concerns around its unsuitability and safeguarding risks for younger
children.

WhatsApp — What are the risks of underage use?

Unwanted contact.

Unknown user contact (within large groups)
Pressure to respond.

Location sharing.

Inappropriate content.

Cyberbullying.

Oversharing.

WhatsApp’s main purpose is to send messages to friends. It isn’t public in the same
way that X (Twitter) is, and people are able to message friends who are already
added on their phone. As long as a child only communicates with trusted people
who are contacts on their phone, it can be a relatively safe social media app.

However, when a child is part of a larger group chat that includes users outside of
their contact list, there are privacy concerns. Users who are not known to the child
can view message activity and send messages within the group chat. This situation
can potentially put young children at risk. It is essential for parents and carers to be
aware of the terms of service, privacy settings and supervise their child’s online
interactions to ensure their safety.

WhatsApp — Parental Advice for users

¢ Hwb Keeping Safe Online — WhatsApp

e Parent and Kid Reviews on WhatsApp Messenger

e Parents and Carers advice for WhatsApp



https://hwb.gov.wales/keeping-safe-online/in-the-know/whatsapp
https://www.commonsensemedia.org/app-reviews/whatsapp-messenger/user-reviews/adult#:~:text=WhatsApp%20no%20longer%20allow%20under,are%20much%20safer%20for%20children
https://www.onlinesafetyalliance.org/wordpress/wp-content/uploads/2018/11/whatsapp.pdf

